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(57) ABSTRACT

The present disclosure relates to systems, non-transitory
computer-readable media, and methods for processing
access requests on a service-to-service basis using a third-
party identification token. In particular, the disclosed sys-
tems can identify that a user is authenticated for a first
computer service based on detecting a third-party identifi-
cation token. Further, the disclosed systems can generate, by
the first computer service, an access request comprising a
requested action and the third-party identification token to a
second computer service. Additionally, the disclosed sys-
tems can determine, by the second computer service,
whether the access request is authorized based on determin-
ing that an authorization policy defined at the second com-
puter service authorizes the requested action by the first
computer service and that the third-party identification token
is valid. Moreover, the disclosed systems can provide, to the
first computer service, a response to the access request in
response to determining whether the access request is autho-
rized.

20 Claims, 12 Drawing Sheets
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PROCESSING ACCESS REQUESTS ON A
SERVICE-TO-SERVICE BASIS USING A
THIRD-PARTY IDENTIFICATION TOKEN

BACKGROUND

Modern organizations that have adopted conventional
microservices architecture often face significant challenges
with service-to-service authentication. In a microservices
setup, different services need to securely communicate with
each other, requiring robust authentication mechanisms.
However, the decentralized and dynamic nature of micros-
ervices can complicate the implementation of secure authen-
tication. For example, each service might use different
technologies and platforms, making unified authentication
protocols difficult to establish and maintain. Furthermore,
the sheer number of service interactions increases the com-
plexity, as each service must authenticate its identity before
interacting with others. This often leads to vulnerabilities, as
traditional monolithic authentication systems may not scale
well or adapt quickly enough to the fast-paced changes and
deployment cycles typical in microservices environments.
As a result, organizations struggle to ensure consistent and
secure authentication, which can lead to broken or compro-
mised service interactions.

Although conventional systems can manage user identi-
ties and control access to applications and services, such
systems have a number of problems in relation to efficiency,
flexibility of operation, and accuracy. For instance, conven-
tional systems inefficiently process authentication and
authorization requests. Specifically, conventional systems
often include complex configurations including numerous
group memberships and/or permission scopes which can
cause high latency in authentication and authorization pro-
cesses. Additionally, conventional systems often utilize
extensive access policies that can also cause higher latency.
In addition, each of these drawbacks also partially increase
latency by utilizing large amounts of computer resources.
For example, many conventional systems utilize a complex
centralized configuration which often requires large amounts
of computer resources by making many calls to various
containers and services.

Further, some conventional systems demonstrate opera-
tional inflexibility by utilizing a centralized and user-based
authentication configuration, in addition to their inefficien-
cies. For example, the centralized, user-based authentication
configuration reduces flexibility because many conventional
systems assign every user of every service to various group
memberships and/or permission scopes in a single extensive
access policy. Thus, in this centralized configuration, access
and authorization processes for each service cannot easily be
tailored to the specific needs and constraints of the services.

In addition to their inefficiencies and inflexibility, some
conventional systems inaccurately authenticate and autho-
rize users by consolidating these processes into a centralized
configuration. For example, conventional systems propagate
any errors, misconfigurations, and/or outdated information
in the centralized access policy to all of the services of the
global system. This can result in granting unauthorized
access or denying access to legitimate users. Thus, the
permission accuracy of convention systems suffer because
of these described limitations.

These along with additional problems and issues exist
with regard to conventional identity and access control
systems.

SUMMARY

Embodiments of the present disclosure provide benefits
and/or solve one or more of the foregoing or other problems
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2

in the art with systems, non-transitory computer-readable
media, and methods for processing access requests on a
service-to-service basis using a third-party identification
token. In one or more embodiments, the third-party identi-
fication token can include various types, such as a cloud
Identity and Access Management (IAM) token, or a Security
Token Service (STS) token, among others. In particular, the
disclosed systems can authenticate a user of a computer
service within a computer system environment by detecting
a third-party identification token generated by a third-party
authentication service. More specifically, the disclosed sys-
tems can determine the authenticity of an access request
from a first computer service to a second computer service
using the third-party identification token. For example, the
disclosed systems can authenticate the access request using
the third-party identification token, then compare the access
request to an authorization policy of the second computer
service. Further, the disclosed systems can provide a
response to the access request and generate a decision report
for the access request to provide information about the
response (e.g., whether it was allowed or denied) and
reasons for a denial response. Additionally, the disclosed
systems can operate in a test mode or an enforce mode and
incorporate observability via tools such as a Datadog or have
alerts be written to a slack channel.

Additional features and advantages of one or more
embodiments of the present disclosure are outlined in the
description which follows, and in part can be determined
from the description, or may be learned by the practice of
such example embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description provides one or more embodi-
ments with additional specificity and detail through the use
of the accompanying drawings, as briefly described below.

FIG. 1 illustrates a diagram of an environment in which
a service authorization system can operate in accordance
with one or more embodiments.

FIG. 2 illustrates a process flow of utilizing a third-party
identification token to process an access request from a first
computer service to a second computer service in accor-
dance with one or more embodiments.

FIG. 3 illustrates a process flow of generating a third-
party identification token to identify that a user is authenti-
cated for a computer service in accordance with one or more
embodiments.

FIG. 4 illustrates a process flow of generating an access
request from a first computer service and providing a
response from a second computer service in accordance with
one or more embodiments.

FIG. 5 illustrates an authorization policy of a computer
service in accordance with one or more embodiments.

FIG. 6A illustrates an example test mode results interface
for a test mode of the service authorization system in
accordance with one or more embodiments.

FIG. 6B illustrates an example enforce mode results
interface for an enforce mode of the service authorization
system in accordance with one or more embodiments.

FIG. 7 illustrates an example decision report interface
displaying an access request decision report in accordance
with one or more embodiments.

FIG. 8 illustrates an example communication interface for
displaying access request response information in accor-
dance with one or more embodiments.
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FIG. 9 illustrates an example series of acts for processing
access requests on a service-to-service basis using a third-
party identification token in accordance with one or more
embodiments.

FIG. 10 illustrates a block diagram of an example com-
puting device for implementing one or more embodiments
of the present disclosure.

FIG. 11 illustrates an example environment for an inter-
network facilitation system in accordance with one or more
embodiments.

DETAILED DESCRIPTION

This disclosure describes one or more embodiments of a
service authorization system that processes access requests
on a service-to-service basis using a third-party identifica-
tion token and computer service-specific authorization poli-
cies. Specifically, the service authorization system can
authenticate a user of a computer service within a computer
system environment by detecting a third-party identification
token generated by a third-party authentication service.
More specifically, the service authorization system can
determine the authenticity of an access request from a first
computer service to a second computer service using the
third-party identification token. For example, the service
authorization system can authenticate the access request
using the third-party identification token, then compare the
access request to an authorization policy of the second
computer service. Further, the service authorization system
can provide a response to the access request and generate a
decision report for the access request to provide information
about the response (e.g., whether it was allowed or denied)
and reasons for a denial response. Additionally, the service
authorization system can operate in a test mode or an enforce
mode and incorporate collaboration and communication
tools such as a slack channel.

As mentioned above, in some embodiments, the service
authorization system authenticates a user of a computer
service by detecting a third-party identification token gen-
erated by a third-party authentication service. Once authen-
ticated, the service authorization system retains the third-
party identification token to send as part of the access
requests that the service authorization system generates
through the first computer service. Indeed, in these or other
embodiments, the service authorization system determines
the authenticity of an access request from the first computer
service to a second computer service using the third-party
identification token associated with the first computer ser-
vice.

As noted above, in some implementations, the service
authorization system authenticates the access request using
the third-party identification token and compares the access
request to an authorization policy defined by the second
computer service. In particular, the service authorization
system compares various components of the access request
to allowed access requests of the authorization policy of the
second computer service. In these or other embodiments, the
service authorization system compares components of the
access request such allowed actions and corresponding
allowed computer services (also referred to herein simply as
“allowed services”) to the requested action and the first
computer service.

As mentioned previously, in one or more embodiments,
the service authorization system provides a response to the
access request and generates a decision report for the access
request to provide information about the response (e.g.,
whether it was allowed or denied) and reasons for a denial
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4

response. Specifically, in the case of an allowed access
request, the service authorization system can perform the
requested action on the second computer service, then
generate and send the response to the first computer service.
Alternatively, in the case of a denied access request, the
service authorization system can provide a denial response
to the first computer service. Further, in one or more
implementations, the service authorization system can gen-
erate a decision report including information regarding
responses to access requests received by the second com-
puter service. Furthermore, in some embodiments, the ser-
vice authorization system includes reasons for denial
responses such as determining that the access requests have
one or more of various errors including, by way of example,
and not limitation, a route not found, a valid token but
invalid caller, a missing token, or an invalid token.

As noted previously, in some implementations, the service
authorization system operates in a test mode or an enforce
mode and incorporates collaboration and communication
tools (also referred to herein simply as “communication
tools”). In particular, the service authorization system can
operate in a test mode to configure and verify the accuracy
of the authorization policy. Further, in one or more embodi-
ments, the service authorization system can operate in an
enforce mode for live processing of access requests from
other computer services. Moreover, in one or more imple-
mentations, the service authorization system can include
collaboration and communication tools such as Datadog
dashboards or a slack channel for distributing information
about responses to access requests. For example, in some
embodiments, the service authorization system provides
information regarding denial responses and reasons for the
denial responses to the communication tools such as a slack
channel.

As suggested by the foregoing, the service authorization
system provides a variety of technical advantages relative to
conventional systems. For example, by utilizing a third-
party authentication service and localized authorization poli-
cies, the service authorization system improves efficiency
relative to conventional systems. Specifically, the service
authorization system reduces latency by maintaining autho-
rization policies localized at each computer service and
maintaining the policy definitions locally within the service
code repository of each computer service. Thus, the service
authorization system can make all of the authorization
policy decisions for a computer service within a single
component of the computer service (e.g., a container for a
sidecar) rather than making many calls to various containers
and computer services. Moreover, by authenticating users on
a computer service basis with the third-party identification
token generated by the third-party authentication service, the
service authorization system also reduces latency relative to
conventional systems because the service authorization sys-
tem does not need to use complex group memberships
and/or permission scopes on a user-by-user basis. Addition-
ally, by authenticating users on a computer service basis
with the third-party identification token, the service autho-
rization system increases resiliency because there is no
centralized authorization service that disables authorization
for each service when down. Moreover, the service autho-
rization system reduces latency and improves efficiency by
utilizing computer service-specific authorization policies
thereby minimizing computer resource utilization. Indeed,
the service authorization system achieves an SLA and SLO
availability of 99.999% and processes authentication
requests in most cases in less than one millisecond per
authorization request.
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Furthermore, by utilizing distributed, computer service-
specific authorization policies the service authorization sys-
tem improves flexibility relative to conventional systems.
Specifically, the service authorization system can tailor the
authorization policies to the specific needs and constraints of
the individual computer services. For example, the service
authorization system can define allowed actions and corre-
sponding allowed services for various access requests spe-
cific to the computer service. Moreover, by assigning
allowed services for each allowed action, the service autho-
rization system can implement computer service-to-com-
puter service (also referred to herein simply as “service-to-
service”) authentication and authorization rather than
requiring each computer service to define group member-
ships and/or permission scopes on a user-by-user basis.
Thus, the service authorization system provides a distributed
and flexible mechanism for computer service-specific
authentication and authorization processes.

Moreover, by utilizing a distributed configuration for
authentication and access, the service authorization system
improves accuracy relative to conventional systems. Spe-
cifically, the service authorization system localizes any
errors, misconfigurations, and/or outdated information in
computer service-specific authorization policy to the spe-
cific computer service rather than exporting it throughout the
global system. Moreover, by implementing the service-to-
service authorization policies, the service authorization sys-
tem need only verify the third-party identification token to
accurately authorize access requests from authentic users of
the originating computer service. Thus, the service authori-
zation system improves accuracy by minimizing the errors
associated with global user-by-user authentication.

Turning now to the figures, FIG. 1 illustrates a block
diagram of a system 100 (or system environment) for
implementing an inter-network facilitation system 104 and a
service authorization system 102 in accordance with one or
more embodiments. As shown in FIG. 1, system 100
includes server(s) 106 (which includes inter-network facili-
tation system 104 and service authorization system 102),
user device(s) 110, and third-party authentication service
108. As further illustrated in FIG. 1, the server(s) 106, the
user device(s) 110, and the third-party authentication service
108 can communicate via the network 114.

Although FIG. 1 illustrates the service authorization sys-
tem 102 being implemented by a particular component
and/or device within system 100, the service authorization
system 102 can be implemented, in whole or in part, by other
computing devices and/or components within the system
100 (e.g., the user device(s) 110). Additional description
regarding the illustrated computing devices (e.g., the
server(s) 106, computing devices implementing the service
authorization system 102, the user device(s) 110, and/or the
network 114) is provided with respect to FIGS. 10 & 11
below.

As shown in FIG. 1, the server(s) 106 can include the
inter-network facilitation system 104. In some embodi-
ments, the inter-network facilitation system 104 can deter-
mine, store, generate, and/or display financial information
corresponding to a user account (e.g., in a banking applica-
tion or a money transfer application). Furthermore, the
inter-network facilitation system 104 can also electronically
communicate (or facilitate) financial transactions between
one or more user accounts (and/or computing devices).
Moreover, the inter-network facilitation system 104 can also
track and/or monitor financial transactions and/or financial
transaction behaviors of a user within a user account.
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The inter-network facilitation system 104 can include a
system that comprises the service authorization system 102
and that facilitates financial transactions and digital com-
munications across different computing systems over one or
more networks. For example, the inter-network facilitation
system 104 manages credit accounts, secured accounts, and
other accounts for one or more accounts registered within
the inter-network facilitation system 104. In some cases, the
inter-network facilitation system 104 is a centralized net-
work system that facilitates access to online banking
accounts, credit accounts, and other accounts within a cen-
tral network location. Indeed, the inter-network facilitation
system 104 can link accounts from different network-based
financial institutions to provide information regarding, and
management tools for, the different accounts.

As illustrated in FIG. 1, system 100 includes third-party
authentication service 108. In one or more embodiments, the
third-party authentication service 108 receives or accesses
network transaction information and/or additional data asso-
ciated with a network transaction (e.g., user data, historical
transaction data, location data, etc.) from the inter-network
facilitation system 104 and/or the service authorization
system 102 to generate a third-party identification token for
one or more computer services of a computer system envi-
ronment. In some cases, the third-party authentication ser-
vice 108 receives information and/or data associated with a
user access request to a computer service from the service
authorization system 102 and/or the inter-network facilita-
tion system 104 in order to authenticate access to the
computer system and generate a third-party identification
token for such access. As illustrated, third-party authentica-
tion service 108 can be located on a separate server. In some
cases, the third-party risk analysis server can be integrated
or included in the service authorization system 102 or the
inter-network facilitation system 104.

As also illustrated in FIG. 1, system 100 includes the user
device(s) 110. For example, the user device(s) 110 may
include, but are not limited to, mobile devices (e.g., smart-
phones, tablets) or other types of computing devices, includ-
ing those explained below with reference to FIGS. 10 & 11.
Additionally, the user device(s) 110 can include computing
devices associated with (and/or operated by) user accounts
for the inter-network facilitation system 104. Moreover,
system 100 can include various numbers of user devices that
communicate and/or interact with the inter-network facili-
tation system 104 and/or the service authorization system
102.

Furthermore, as shown in FIG. 1, the user device(s) 110
can include user application(s) 112. User application(s) 112
can include instructions that (upon execution) cause the user
device(s) 110 to perform various actions. For example, a
user of a user account can interact with user application(s)
112 on user device(s) 110 to access financial information,
initiate a financial transaction (e.g., transfer money to
another account, deposit money, withdraw money), and/or
access or provide data (to the server(s) 106). Furthermore, in
one or more implementations, the user application(s) 112
can display one or more graphical user interfaces from
which the service authorization system 102 can receive and
display information regarding network transactions.

In certain instances, the user device(s) 110 corresponds to
one or more user accounts (e.g., user accounts stored at the
server(s) 106). For instance, a user of a user device can
establish a user account with various information corre-
sponding to the user and for accessing various computer
systems within a computer system environment. In addition,
the user accounts can include a variety of information
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regarding access to computer systems. In some embodi-
ments, a user account can be accessed via multiple devices
(e.g., multiple user devices) when authorized and authenti-
cated to access the user account within the multiple devices.

The present disclosure utilizes user devices to refer to
devices associated with such user accounts. In referring to a
user device, the disclosure and the claims are not limited to
communications with a specific device but any device
corresponding to a user account of a particular user. Accord-
ingly, in using the term user device, this disclosure can refer
to any computing device corresponding to a user account of
the inter-network facilitation system 104.

As further shown in FIG. 1, the system 100 includes the
network 114. As mentioned above, the network 114 can
enable communication between components of the system
100. In one or more embodiments, the network 114 may
include a suitable network and may communicate using a
various number of communication platforms and technolo-
gies suitable for transmitting data and/or communication
signals, examples of which are described with reference to
FIG. 11. Furthermore, although FIG. 1 illustrates the
server(s) 106, the user device(s) 110, and the third-party
authentication service 108 communicating via the network
114, the various components of the system 100 can com-
municate and/or interact via other methods (e.g., the
server(s) 106 and the user device(s) 110 can communicate
directly).

As previously mentioned, in some implementations, the
service authorization system processes access requests on a
service-to-service basis using a third-party identification
token and computer service-specific authorization policies.
For example, FIG. 2 illustrates a process flow of utilizing a
third-party identification token to process an access request
from a first computer service to a second computer service
in accordance with one or more embodiments.

As illustrated in FIG. 2, in one or more embodiments, the
service authorization system 102 utilizes a third-party
authentication service 200 to generate a third-party identi-
fication token 202 as discussed in further detail with respect
to FIG. 3. Specifically, in response to user interaction via a
user device, the service authorization system 102 accesses
the third-party authentication service 200 and generates the
third-party identification token 202. Furthermore, in one or
more implementations, the service authorization system 102
utilizes the third-party identification token 202 with a com-
puter service, such as Service A 204, within a computer
system environment.

As further illustrated in FIG. 2, in some embodiments, the
service authorization system 102 generates an access request
206 using Service A 204 as discussed in further detail with
respect to FIG. 4. In particular, the service authorization
system 102 generates the access request 206 to include a
requested action 208 and the third-party identification token
202. Additionally, in some implementations, the service
authorization system 102 provides the access request 206 to
another service within the computer system environment,
such as Service B 210.

As additionally shown in FIG. 2, in one or more embodi-
ments, the service authorization system 102 utilizes Service
B 210 to determine whether the access request is authorized
as discussed in further detail with respect to FIGS. 4 and 5.
Specifically, the service authorization system 102 verifies
whether the third-party identification token 202 is valid and
compares the access request 206 with an authorization
policy 212. Further, in one or more implementations, the
service authorization system 102 generates the authorization
policy 212 locally within Service B 210 such that the
authorization policy is tailored to Service B 210. Moreover,
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the service authorization system 102 can utilize various
components of the authorization policy 212 to determine
whether the access request is authorized as discussed in
further detail below with respect FIG. 5.

As further illustrated in FIG. 2, in some embodiments, the
service authorization system 102 generates and provides a
response 214. In particular, the service authorization system
102 generates a denial response or returns a response
indicating that the requested action was (or will be) per-
formed. Furthermore, as previously noted, the service autho-
rization system 102 can operate in a test mode or an enforce
mode as will be discussed in further detail with respect to
FIGS. 6A and 6B. Additionally, in some implementations,
the service authorization system 102 can generate a decision
report including information regarding the access requests
received by Service B 210 utilizing either the test mode or
the enforce mode as will be discussed in further detail with
respect to FIG. 7. Additionally, as mentioned above, the
service authorization system 102 can include communica-
tion tools such as a slack channel for displaying information
regarding the access request responses of the various com-
puter services within the computer system environment as
will be discussed in further detail with respect to FIG. 8.

As noted above, in one or more embodiments, the service
authorization system 102 utilizes a third-party authentica-
tion service to generate a third-party identification token.
Further, in one or more implementations, the service autho-
rization system 102 utilizes the third-party identification
token to identify that a user is authenticated for a computer
service within a computer environment. For example, FIG.
3 illustrates a process flow of generating a third-party
identification token to identify that a user is authenticated for
a computer service in accordance with one or more embodi-
ments.

As shown in FIG. 3, in some embodiments, the service
authorization system 102 receives a login request from a
user 300 for access to a computer service (e.g., service A
306) within a computer system environment. As used herein,
the term “computer service” refers to a software component
that provides specific functionality through a defined inter-
face. Indeed, in some implementations, a computer service
interacts with other components or applications to interact
over a network. Moreover, a computer service can encap-
sulate logic and/or operational tasks and is designed for
interoperability with other services within a computer sys-
tem environment, offering a modular approach that supports
a reusable, maintainable, and scalable software architecture.
Furthermore, in one or more embodiments, a computer
service includes an application 308, a service-to-service
router 310, and an authorization policy 312, among other
computer service components.

Relatedly, as used herein, the term “computer system
environment,” in one or more implementations, refers to a
all the essential components and settings that allow a com-
puter system to operate and fulfill specific tasks or services.
For example, the computer system environment includes the
hardware, such as servers, computers, and peripherals,
which determine the system’s physical capabilities and
limits. Additionally, in some embodiments, the computer
system environment also incorporates the software environ-
ment, which consists of operating systems, computer ser-
vices, applications, and utilities needed for the system to
perform its functions. Additionally, in some implementa-
tions, the computer system environment includes the net-
work environment with routers, network connections, and
security settings that facilitate and secure data communica-
tion between devices.
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As also depicted in FIG. 3, in one or more embodiments,
the service authorization system 102 identifies that the user
300 is authenticated for service A 306 by utilizing the
third-party authentication service 302. As used herein, the
term “third-party authentication service” refers to a system
that manages and verifies user identities outside of the
service authorization system 102, facilitating secure access
control. In one or more implementations, the third-party
authentication service handles the authentication process on
behalf of the service authorization system 102, such as by
verifying user credentials and providing tokens or assertions
that confirm an identity. For instance, in some embodiments,
the service authorization system 102 can utilize the third-
party authentication service 302 to generate a third-party
identification token (e.g., third-party identification token
304). As used herein, the term “third-party identification
token” refers to a digital credential issued by a third-party
authentication service to verify a user’s identity to a third-
party service. In some implementations, the third-party
identification token encapsulates user identity information
and is used to identify authentication and/or authorization
details without exposing user credentials directly.

As mentioned previously, the service authorization sys-
tem 102 utilizes the third-party authentication service 302 to
identify that the user is authenticated for service A 306. For
example, the service authorization system 102 utilizes ser-
vice A 306 to deploy a function (e.g., a serverless function
such as a lambda function) to receive the third-party iden-
tification token 304. For example, the service authorization
system 102 can utilize service A 306 to invoke a serverless
function for accessing the third-party authentication service
302 and receiving the third-party identification token 304.
Specifically, the service authorization system 102 receives
an identity role from the third-party authentication service
302, uses the identity role to fetch scopes that service A 306
has, and builds a payload (e.g., including an identity role, an
expiration, and allowed scopes). Further, the service autho-
rization system 102 can encode (e.g., binary-to-text) and
sign the payload with a private key (from the third-party
authentication service 302) to generate the third-party iden-
tification token 304. In one or more embodiments, the
service authorization system 102 can utilize a separate
service rather than a serverless function to receive the
third-party identification token 304. Moreover, in one or
more implementations, the service authorization system 102
can utilize the third-party identification token 304 with
service A 306 to call, e.g., by sending an access request to,
other computer services within the computer system envi-
ronment as discussed further with respect to FIG. 4.

In some embodiments, by generating a third-party iden-
tification token for each computer service (e.g., service A
306), the service authorization system 102 improves effi-
ciency because the service authorization system 102 can
utilize the third-party identification tokens for the various
computer services within the computer system environment
to authorize access requests rather than maintaining cen-
trally configured permission scopes for the various users of
the various computer services.

As noted previously, in some implementations, the service
authorization system 102 generates an access request using
a first computer service and a response with a second
computer service. Indeed, in one or more embodiments, the
service authorization system 102 generates an access request
including a requested action from a first computer service to
a second computer service to generate a response from the
second computer service. For example, FIG. 4 illustrates a
process flow of generating an access request from a first
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computer service and providing a response from a second
computer service in accordance with one or more embodi-
ments.

As portrayed in FIG. 4, in one or more implementations,
the service authorization system 102 can generate an access
request 408 by a first service, such as service A 400, to a
second computer service, such as service B 410 within a
computer system environment. In these or other embodi-
ments, each of the services can include various components
such as an application, an authorization policy, and a ser-
vice-to-service router. For example, as shown in FIG. 4,
service A 400 includes application A 402, authorization
policy A 404, and service-to-service router 406.

As previously mentioned, in some embodiments, the
service authorization system 102 generates an access request
408. As used herein, the term “access request” refers to a
request to access another service within a computer system
environment. Specifically, an access request can include a
request from one computer service to access a particular
functionality of a second computer service to generate an
action and a response from the second service. In some
implementations, an access request can include a requested
action and/or a third-party identification token. For example,
a third-party identification token can be included as part of
a header of the access request. Relatedly, the term “action,”
as used herein, refers to an action performable by a computer
service. Specifically, an action can include actions of data
processing and management, user interaction management,
integration and communication, resource management,
automated workflows and tasks, etc. Furthermore, actions
can include requested actions or allowed actions. As used
herein, the term “requested action” refers to actions
requested by a computer service (e.g., to be included with an
access request). Additionally, the term “allowed action,” as
used herein, refers to an action that is authorized for a path
within an authorization policy.

As further illustrated in FIG. 4, in one or more embodi-
ments, the service authorization system 102 determines
whether the access request 408 is authorized by service B
410. For instance, as previously noted, by service A 400, the
service authorization system 102 can generate the access
request 408 to service B 410. In particular, service B 410 can
receive the access request 408 at the service-to-service
router 412 of service B 410. Further, in one or more
implementations, the service authorization system 102 uses
the service-to-service router 412 to forward the access
request 408 (e.g., via path 414) to authorization policy B 416
to determine whether the access request 408 is authorized. In
these or other embodiments, the service authorization sys-
tem 102 forwards the access request 408 by path 414 to
authorization policy B 416 rather than determining permis-
sion scopes of service A 400 (or a user thereof) and then
passing the access request 408 directly to application B 422
by path 420. Indeed, in these or other embodiments, the
service authorization system 102 determines authorization
of the access request 408 without determining a permission
scope for a user of service A 400. Moreover, in these or other
embodiments, by utilizing the authorization policy B 416
local to service B 410, the service authorization system 102
improves efficiency by eliminating the need for centrally
determining group memberships and/or permission scopes
on a user-by-user basis for users of service A 400.

As used herein, the term “permission scope” refers to the
extent or range of access rights and privileges that a com-
puter system grants to a user, application, or service within
a centralized authentication and authorization framework.
Specifically, a permission scope is defined based on roles or
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specific policies, which are centrally managed to ensure that
the entity has the appropriate level of access necessary for its
function without exceeding it. For instance, in such centrally
managed systems, a permission scope can include rights to
access specific actions of a computer service, etc.

As mentioned above, the service authorization system 102
determines whether the access request 408 is authorized by
service B 410. Specifically, in some embodiments, the
service authorization system 102 determines whether the
access request 408 is authorized based on determining
whether third-party identification token of the access request
408 is valid. For example, in some implementations, the
service authorization system 102 utilizes authorization
policy B 416 to validate (e.g., by a signature) the third-party
identification token against a public key of the third-party
authentication service. In these or other embodiments, the
public key corresponds to a private key that the service
authorization system 102 uses to sign the third-party iden-
tification token (e.g., by a stateless function at the third-party
authentication service). Furthermore, in one or more
embodiments, the service authorization system 102 can
hardcode the public key in the individual authorization
policies (e.g., authorization policy B 416) of the various
computer services within the computer system environment.

Additionally, in one or more implementations, the service
authorization system 102 further determines whether the
access request 408 is authorized based on determining
whether authorization policy B 416, defined at service B
410, authorizes the requested action of the access request
408. Determining whether authorization policy B 416 autho-
rizes the requested action will be discussed in further detail
with respect to FIG. 5.

As additionally shown in FIG. 4, in some embodiments,
the service authorization system 102 provides a response to
the access request 408 by service B 410 to service A 400 by
path 424. In particular, the service authorization system 102
provides the response to service A 400 in response to
determining whether the access request 408 is authorized.
For example, in response to determining that the access
request 408 is authorized, the service authorization system
102 performs the requested action on service B 410, gen-
erates the response to the access request 408, and provides
the response to service A 400.

To illustrate, in response to determining that the access
request 408 is authorized, the service authorization system
102 provides notification of success (e.g., HI'TP 200) to the
service-to-service router 412 via path 418. Additionally, the
service authorization system 102 utilizes the service-to-
service router 412 to forward the requested action to appli-
cation B 422 (e.g., by path 420) to perform the requested
action. Further, in some implementations, the service autho-
rization system 102 utilizes application B 422 to notify the
service-to-service router 412 of completion (or initiation,
scheduling, etc.) of the requested action (e.g., by path 420).
Moreover, the service authorization system 102 generates
the response and utilizes the service-to-service router 412 to
return the response to service A 400 via path 424. In one or
more embodiments, when forwarding the requested action to
application B 422 from the service-to-service router 412 via
path 420, the service authorization system 102 removes the
third-party identification token header of the access request
408 and replaces it with headers including, for instance, the
identities, roles, and scopes of service A 400 (and/or users of
service A).

In one or more implementations, in response to determin-
ing that the access request 408 is not authorized, the service
authorization system 102 can provide a denial response
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(e.g., an HTTP 403) to service A 400. To illustrate, in
response to determining that the access request 408 is not
authorized, the service authorization system 102 generates
the denial response, provides the denial response to the
service-to-service router 412 (e.g., by path 418), and uses
the service-to-service router 412 to return the response to
service A 400 (e.g., via path 424). Specifically, in some
embodiments, the service authorization system 102 returns
the response to application A 402 of service A 400.

Furthermore, in some implementations, the service autho-
rization system 102 can emit metrics from the authorization
policy for generating a decision report. For example, the
service authorization system 102 can emit metrics including
allowed and/or denied access requests and their associated
information (e.g., calling and receiving computer service
names, etc.). For example, the service authorization system
102 can utilize the authorization policy B 416 to emit
metrics which include reasons (such as by specifying spe-
cific errors) for denying access requests. The decision report
and associated information will be discussed in further detail
with respect to FIG. 7.

In one or more embodiments, by utilizing a localized (i.e.,
local to the computer service) authorization policies, such as
authorization policy B 416, the service authorization system
102 improves efficiency relative to conventional systems.
For example, by maintaining authorization policies localized
at each computer service, the service authorization system
102 can make all of the authorization policy decisions for the
computer service within a single component (the authoriza-
tion policy). Thus, by minimizing the number of compo-
nents involved in the decisions, the service authorization
system 102 can improve a high efficiency and availability
(e.g., an SLA and SLO availability of 99.999% and process
speeds less than one millisecond per authorization request).

As noted above, in one or more implementations, the
service authorization system 102 determines whether an
access request is authorized by an authorization policy of a
computer service. Indeed, in some embodiments, the service
authorization system 102 includes various components such
as allowed actions and allowed services to determine
whether an access request is authorized. FIG. 5 illustrates an
example authorization policy interface in accordance with
one or more embodiments.

As depicted in FIG. 5, in some implementations, the
service authorization system 102 generates and/or defines an
authorization policy 504 of a computer service for display
on an authorization policy interface 502 of a user device
500. As used herein, the term “authorization policy” refers
to computer code intended to authorize or deny an access
request to a computer service. Specifically, an authorization
policy can include components such as paths, allowed
actions, allowed services, etc., for comparison with corre-
sponding components of an access request.

In one or more embodiments, the service authorization
system 102 generates and/or defines an authorization policy
unique to each computer service in a computer system
environment. For example, the service authorization system
102 defines the authorization policy 504 at a single computer
service. Additionally, the service authorization system 102
can define the authorization policies of different computer
services using different programming languages. In other
words, in one or more implementations, the service autho-
rization system 102 generates the authorization policies to
execute authorization of access requests across computer
services within the computer system environment in a
programming language agnostic manner.
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In some embodiments, by utilizing this distributed, com-
puter service-specific authorization policy format, the ser-
vice authorization system 102 improved flexibility relative
to conventional systems. For example, the service authori-
zation system 102 can define authorization parameters (e.g.,
paths, allowed actions, allowed services, etc. as described in
more detail below) rather than doing so centrally for all
computer services within the computer system environment.
Further, this approach improves flexibility by being pro-
gramming language agnostic as mentioned above.

As further illustrated in FIG. 5 and as mentioned previ-
ously, the service authorization system 102 can generate the
authorization policy 504 to include a path 506. In some
implementations, the service authorization system 102 uti-
lizes paths in a first computer service (e.g., in code of an
application of a first computer service) to generate a
requested action of an access request and provides the access
request to the second computer service. Further, in one or
more embodiments, the service authorization system 102
utilizes the path 506 to determine whether an access request
is authorized. For example, the service authorization system
102 can compare the path of an access request to the defined
paths 506 of the authorization policy 504. If the service
authorization system 102 determines that the paths do not
match, the service authorization system 102 can generate
and provide a denial response to the requesting computer
service.

Moreover, in one or more implementations, in response to
matching the path of an access request to one of the paths
506 defined in the authorization policy 504, the service
authorization system 102 determines whether the access
request is authorized using the other components of the
authorization policy 504. For instance, in some embodi-
ments, the service authorization system 102 utilizes the
allowed actions 508 and allowed services 510 associated
with each path 506 to determine whether an access request
is authorized.

As just mentioned, in some implementations, the service
authorization system 102 utilizes the allowed actions 508 of
the authorization policy 504 to determine whether an access
request is authorized. For example, as also depicted in FIG.
5, the service authorization system 102 defines each path
506 of the authorization policy 504 to include one or more
allowed actions 508. As noted previously, the term “allowed
action,” as used herein, refers to an action that is authorized
for a path within an authorization policy.

To illustrate, the service authorization system 102 defines
a path 506 (shown in code line 4 of the authorization policy
504) for accepting a check deposit. Furthermore, in this
example, the service authorization system 102 defines the
allowed action 508 for this path as “Post.”” In one or more
embodiments, the service authorization system 102 com-
pares the requested action of the access request with the
allowed action 508 (i.e., “Post™). If the service authorization
system 102 determines that the requested action matches the
allowed action, the service authorization system 102 can
also verify the requesting computer service against the
allowed services as described below. On the other hand, if
the requested action does not match the allowed action 508,
the service authorization system 102 can generate and
provide a denial response to the computer service that
generated the access request.

As previously mentioned, in one or more implementa-
tions, the service authorization system 102 utilizes the
allowed services 510 of the authorization policy 504 to
determine whether an access request is authorized. For
example, as further illustrated in FIG. 5, in some embodi-
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ments, the service authorization system 102 defines each
path 506 of the authorization policy 504 to include one or
more allowed services 510 corresponding to an allowed
action 508 and path 506. As used herein, the term “allowed
service” refers to a computer service that is authorized to
perform an allowed action of a path within an authorization
policy.

To illustrate, the service authorization system 102 defines
Services A and B as allowed services for the path 506 for
accepting a check deposit (in code line 4) and the corre-
sponding allowed action 508 of “Post.” Accordingly, in this
example, to determine whether the authorization policy 504
authorizes the requested action, the service authorization
system 102 determines the allowed services (i.e., Service A
and Service B) and compares them with the requesting
computer service of the access request. In some implemen-
tations, in response to determining whether the access
request is authorized by the authorization policy 504, the
service authorization system 102 proceeds with performing
the requested action and/or providing a response to the
access request as described above with respect to FIG. 4.

In one or more embodiments, the service authorization
system 102 improves efficiency, operational flexibility, and
accuracy over conventional systems by tailoring authoriza-
tion policies to the specific computer service as described in
the foregoing paragraphs. For example, the service autho-
rization system 102 improves efficiency by performing all of
the decisions for a computer service within a single com-
ponent, i.e., the authorization policy as mentioned above.
Additionally, the service authorization system 102 improves
operational flexibility as the service authorization system
102 can define authorized paths, allowed actions, and
allowed services specific to a single computer service.
Further, the service authorization system 102 improves
accuracy because any errors, misconfigurations, and/or out-
dated information for authentication and authorization is
contained within individual computer services rather than
being centrally maintained and affecting all the computer
services at once.

As previously noted, in one or more implementations, the
service authorization system 102 can operate in a test mode
or an enforce mode. Indeed, in some embodiments, the
service authorization system 102 can operate in an enforce
mode to authenticate computer services and authorize access
requests as discussed with respect to FIGS. 1-5, or in a test
mode to do so prospectively. FIG. 6A illustrates an example
test mode results interface for a test mode of the service
authorization system 102 in accordance with one or more
embodiments. FIG. 6B illustrates an example enforce mode
results interface for an enforce mode of the service autho-
rization system 102 in accordance with one or more embodi-
ments.

As mentioned above, the service authorization system 102
can operate in either a test mode or an enforce mode. As used
herein, the term “test mode” refers to configuration of the
service authorization system 102 wherein the various com-
puter services can be configured. For example, in test mode
the service authorization system 102 can make prospective
rather than live authentication of computer service and
authorization of access request determinations. For example,
in the test mode, the service authorization system 102
prospectively determines whether access requests would be
allowed or denied by the current configuration of the various
components (e.g., authorization policies of the computer
services, etc.) if the service authorization system 102 were
in enforce mode. Relatedly, the term “enforce mode” refers
to a configuration of the service authorization system 102
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wherein the various computer services make live determi-
nations. For example, in the enforce mode the service
authorization system 102 makes live determinations for
authenticating computer services and authorization access
requests. Moreover, in some implementations, the service
authorization system 102 can toggle between enforce mode
and test mode in a variety of different environments such as
development, quality assurance, staging, etc.

In one or more embodiments, the service authorization
system 102 can toggle between test and enforce mode in
response to user interaction received from a user device. For
example, the service authorization system 102 can initially
deploy in either mode and, in response to receiving a user
interaction indicating to start the test mode or the enforce
mode, the service authorization system 102 can deploy the
indicated mode. Furthermore, in one or more implementa-
tions, the service authorization system 102 determines
allowed and/or denied access requests while in enforce
mode or prospective allowed and/or denied access requests
while in test mode.

As illustrated in FIG. 6A, in some embodiments, the
service authorization system 102 can generate a test mode
results interface 602 to display test mode results 604 of the
service authorization system 102 on a user device 600.
Indeed, in some implementations, the service authorization
system 102 generates test mode results 604 which can
include test mode decisions (e.g., in the form of a bar graph
as shown in FIG. 6A). Additionally, the service authorization
system 102 can generate the test mode results 604 to include
information for total decisions made (e.g., in the form of a
donut chart as shown in FIG. 6A).

As additionally shown in FIG. 6B, in one or more
embodiments, the service authorization system 102 can
generate an enforce mode results interface 606 to display
enforce mode results 608 of the service authorization system
102 on the user device 600. Indeed, in one or more imple-
mentations, the service authorization system 102 generates
enforce mode results 608 which can include enforce mode
decisions (e.g., in the form of a bar graph as shown in FIG.
6B). Additionally, the service authorization system 102 can
generate the enforce mode results 608 to include information
for total decisions made (e.g., in the form of a donut chart
as shown in FIG. 6B).

As noted above, in some embodiments, the service autho-
rization system 102 generates a decision report including
information regarding the access requests received by a
computer service. For example, in some implementations,
the service authorization system 102 generates a decision
report including decisions for each access request received
by a computer service. FIG. 7 illustrates an example deci-
sion report interface displaying an access request decision
report in accordance with one or more embodiments.

As shown in FIG. 7, in one or more embodiments, the
service authorization system 102 generates a decision report
704 for display on a user device 700 via a decision report
interface 702. For example, the service authorization system
102 generates the decision report 704 in response to allow-
ing and/or denying access requests to the computer service.
As used herein, the term “decision report” refers to a report
detailing decisions for access requests to a computer service.
For example, the decision report can include an allowed
portion for allowed access requests and a denied portion for
denied access requests. Additionally, the decision report can
include information for the access requests, whether allowed
or denied, and corresponding authorization policies such as
paths, requested and/or allowed actions, computer services
and/or allowed services, information regarding environ-
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ments in which the access requests originated, etc. Further,
the service authorization system 102 can generate the deci-
sion report for the test mode and/or the enforce mode.

As further illustrated in FIG. 7, in one or more imple-
mentations, the service authorization system 102 generates
a denied portion of the decision report 704 to include reasons
for denying the denied access requests. In particular, reasons
for denying access requests can include various errors. For
instance, the service authorization system 102 can generate
the denied portion of the decision report 704 to include a
header and information of access requests denied based on
a route not found error. To illustrate, the service authoriza-
tion system 102 can generate the denied portion of the
decision report 704 to include the header “Paths with Denied
Requests to Route Not Found Errors” and information of
access requests denied based on the route not found error
beneath this header. In some embodiments, the service
authorization system 102 denies an access request based on
a route not found error when the access request includes a
path that the service authorization system 102 cannot match
to any of the paths in the authorization policy of the
receiving computer service.

As also depicted in FIG. 7, in some implementations, the
service authorization system 102 can generate the denied
portion of the decision report 704 to include a header and
denied access requests for various other errors in a similar
fashion as described in the previous paragraph. For example,
for each of a valid token but invalid caller error, a missing
token error, or an invalid token error, the service authoriza-
tion system 102 can generate headers including “Paths with
Denied Requests to Valid Tokens,” “Paths with Denied
Requests to Missing Tokens,” and ‘“Paths with Denied
Requests to Invalid tokens,” respectively.

In one or more embodiments, the service authorization
system 102 denies an access request based on a valid token
but invalid caller error when the service authorization sys-
tem 102 determines that the computer service generating the
access request does not match any of the allowed services
for the path. Moreover, in one or more implementations, the
service authorization system 102 denies an access request
based on a missing token error when the service authoriza-
tion system 102 determines that the access request lacks a
third-party identification token. Furthermore, in some
embodiments, the service authorization system 102 denies
an access request based on an invalid token error when the
service authorization system 102 determines that the third-
party identification token lacks validity for various reasons.
In some implementations, such reasons include the service
authorization system 102 determining that the third-party
identification token is expired, that the third-party identifi-
cation token is not signed, that the third-party identification
token lacks an authentic signature, etc.

Additionally, in one or more embodiments, the service
authorization system 102 can generate an allowed portion of
the decision report 704 to include information for the
allowed access requests. For example, the service authori-
zation system 102 can generate the allowed portion of the
decision report to include information for the allowed access
requests and corresponding authorization policies such as
paths, requested and/or allowed actions, computer services
and/or allowed services, information regarding environ-
ments in which the access requests originated, etc.

As mentioned previously, in one or more implementa-
tions, the service authorization system 102 generates com-
munication tools for displaying information regarding the
access request responses and/or decisions of the various
computer services within the computer system environment.
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FIG. 8 illustrates an example communication interface for
displaying access request response information in accor-
dance with one or more embodiments.

As portrayed in FIG. 8, in some embodiments, the service
authorization system 102 generates a communication tool
for display via a communication interface 802 of a user
device 800. Indeed, the service authorization system 102 can
generate communication tools for displaying and organizing
information and conversations regarding access request
decisions (e.g., denials) and related information. For
example, the service authorization system 102 can generate
one or more communication tools including features such as
instant messaging, file sharing, and integration with various
internal and external software. Specifically, in some imple-
mentations, the service authorization system 102 can gen-
erate a slack channel 804 for displaying information regard-
ing the access request responses and/or decisions.

In one or more embodiments, the service authorization
system 102 can generate alerts within the slack channel 804
for displaying information regarding the access request
responses and/or decisions. For example, an alert can
include information regarding an access request such as
reasons (e.g., specific errors) for denying an access request,
the requesting computer service (i.e., the computer service
that generates the access request) and/or receiving computer
service, etc. Further, in one or more implementations, the
service authorization system 102 can generate the alerts to
include instructions for addressing denied access requests,
links to various related software programs, communication
threads associated with the alerts, etc. Moreover, in some
embodiments, the service authorization system 102 utilizes
the slack channel and alerts to notify the individual com-
puter services within the computer system environment of
the alerts.

Furthermore, in some implementations, the service autho-
rization system 102 can generate the information and ele-
ments of the graphical user interfaces (i.e., the test mode
results interface 602, the enforce mode results interface 606,
and the decision report interface 702) discussed in connec-
tion with FIGS. 6 A-7 within either separate user interfaces,
as discussed above, or together in a single graphical user
interface. This flexibility allows the service authorization
system 102 to generate the information and graphical user
elements according to various different operating environ-
ments. For instance, by providing the various information
and elements discussed above in a single user interface, the
service authorization system 102 can simplify navigation
and reduce user interactions.

FIGS. 1-8, the corresponding text, and the examples
provide a number of different systems, methods, and non-
transitory computer readable media for processing access
requests on a service-to-service basis using a third-party
identification token and computer service-specific authori-
zation policies. In addition to the foregoing, embodiments
can also be described in terms of flowcharts comprising acts
for accomplishing a particular result. For example, FIG. 9
illustrates a flowchart of an example sequence of acts in
accordance with one or more embodiments.

While FIG. 9 illustrates acts according to some embodi-
ments, alternative embodiments may omit, add to, reorder,
and/or modify any of the acts shown in FIG. 9. The acts of
FIG. 9 can be performed as part of a method. Alternatively,
a non-transitory computer readable medium can comprise
instructions, that when executed by one or more processors,
cause a computing device to perform the acts of FIG. 9. In
still further embodiments, a system can perform the acts of
FIG. 9. Additionally, the acts described herein may be
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repeated or performed in parallel with one another or in
parallel with different instances of the same or other similar
acts.

FIG. 9 illustrates an example series of acts 900 for
processing access requests on a service-to-service basis
using a third-party identification token and computer ser-
vice-specific authorization policies. The series of acts 900
can include an act 902 of identifying that a user is authen-
ticated for a first computer service within a computer system
environment based on detecting a third-party identification
token; an act 904 of generating an access request to a second
computer service within the computer system environment;
an act 906 of determining whether the access request is
authorized; and an act 908 of providing a response to the
access request in response to determining whether the access
request is authorized.

In some embodiments, the series of acts 900 can include
identifying that a user is authenticated for a first computer
service within a computer system environment based on
detecting a third-party identification token. The series of acts
900 can also include an act of generating, by the first
computer service, an access request to a second computer
service within the computer system environment, the access
request including a requested action and the third-party
identification token. The series of acts 900 can further
include an act of determining, by the second computer
service, whether the access request is authorized based on
determining an authorization policy defined at the second
computer service authorizes the requested action by the first
computer service. Additionally, the series of acts 900 can
include an act of the third-party identification token is valid.
The series of acts 900 can also include an act of providing,
by the second computer service to the first computer service,
a response to the access request in response to determining
whether the access request is authorized.

In some implementations, determining, by the second
computer service, whether the access request is authorized
includes determining authorization of the access request
without determining a permission scope for the user.

In one or more embodiments, determining the authoriza-
tion policy defined at the second computer service autho-
rizes the requested action by the first computer service
includes determining that the requested action matches an
allowed action within the authorization policy. The series of
acts 900 can further include an act of determining one or
more allowed services for the allowed action. Additionally,
the series of acts 900 can include an act of determining that
the first computer service is one of the one or more allowed
services.

In one or more implementations, the series of acts 900 can
include performing, in response to determining that the
access request is authorized, the requested action on the
second computer service. The series of acts 900 can also
include an act of generating, by the second computer ser-
vice, the response to the access request.

In some embodiments, providing the response to the
access request to the first computer service includes provid-
ing, in response to determining that the access request is not
authorized, a denial response to the first computer service.

In some implementations, the series of acts 900 can
include receiving a user interaction indicating to start test
mode. The series of acts 900 can further include an act of
determining, while in test mode, one or more prospective
denied access requests and one or more prospective allowed
access requests.

In one or more embodiments, the series of acts 900 can
include generating, in response to denying one or more
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access requests, a decision report including one or more
reasons for denying the one or more access requests.

Embodiments of the present disclosure may comprise or
utilize a special purpose or general-purpose computer
including computer hardware, such as, for example, one or
more processors and system memory, as discussed in greater
detail below. Implementations within the scope of the pres-
ent disclosure also include physical and other computer-
readable media for carrying or storing computer-executable
instructions and/or data structures. In particular, one or more
of the processes described herein may be implemented at
least in part as instructions embodied in a non-transitory
computer-readable medium and executable by one or more
computing devices (e.g., any of the media content access
devices described herein). In general, a processor (e.g., a
microprocessor) receives instructions, from a non-transitory
computer-readable medium, (e.g., a memory, etc.), and
executes those instructions, thereby performing one or more
processes, including one or more of the processes described
herein.

Computer-readable media can be any available media that
can be accessed by a general purpose or special purpose
computer system. Computer-readable media that store com-
puter-executable instructions are non-transitory computer-
readable storage media (devices). Computer-readable media
that carry computer-executable instructions are transmission
media. Thus, by way of example, and not limitation, imple-
mentations of the disclosure can comprise at least two
distinctly different kinds of computer-readable media: non-
transitory computer-readable storage media (devices) and
transmission media.

Non-transitory computer-readable storage media (de-
vices) includes RAM, ROM, EEPROM, CD-ROM, solid
state drives (“SSDs”) (e.g., based on RAM), Flash memory,
phase-change memory (“PCM”), other types of memory,
other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium which can be
used to store desired program code means in the form of
computer-executable instructions or data structures and
which can be accessed by a general purpose or special
purpose computer.

A “network” is defined as one or more data links that
enable the transport of electronic data between computer
systems and/or modules and/or other electronic devices.
When information is transferred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
computer, the computer properly views the connection as a
transmission medium.

Transmissions media can include a network and/or data
links which can be used to carry desired program code
means in the form of computer-executable instructions or
data structures and which can be accessed by a general
purpose or special purpose computer. Combinations of the
above should also be included within the scope of computer-
readable media.

Further, upon reaching various computer system compo-
nents, program code means in the form of computer-execut-
able instructions or data structures can be transferred auto-
matically from transmission media to non-transitory
computer-readable storage media (devices) (or vice versa).
For example, computer-executable instructions or data
structures received over a network or data link can be
buffered in RAM within a network interface module (e.g., a
“NIC”), and then eventually transferred to computer system
RAM and/or to less volatile computer storage media (de-
vices) at a computer system. Thus, it should be understood
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that non-transitory computer-readable storage media (de-
vices) can be included in computer system components that
also (or even primarily) utilize transmission media.

Computer-executable instructions comprise, for example,
instructions and data which, when executed by a processor,
cause a general-purpose computer, special purpose com-
puter, or special purpose processing device to perform a
certain function or group of functions. In some implemen-
tations, computer-executable instructions are executed on a
general-purpose computer to turn the general-purpose com-
puter into a special purpose computer implementing ele-
ments of the disclosure. The computer executable instruc-
tions may be, for example, binaries, intermediate format
instructions such as assembly language, or even source code.
Although the subject matter has been described in language
specific to structural features and/or methodological acts, it
is to be understood that the subject matter defined in the
appended claims is not necessarily limited to the described
features or acts described above. Rather, the described
features and acts are disclosed as example forms of imple-
menting the claims.

Those skilled in the art will appreciate that the disclosure
may be practiced in network computing environments with
many types of computer system configurations, including,
personal computers, desktop computers, laptop computers,
message processors, hand-held devices, multiprocessor sys-
tems, microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe com-
puters, mobile telephones, PDAs, tablets, pagers, routers,
switches, and the like. The disclosure may also be practiced
in distributed system environments where local and remote
computer systems, which are linked (either by hardwired
data links, wireless data links, or by a combination of
hardwired and wireless data links) through a network, both
perform tasks. In a distributed system environment, program
modules may be located in both local and remote memory
storage devices.

Implementations of the present disclosure can also be
implemented in cloud computing environments. In this
description, “cloud computing” is defined as a model for
enabling on-demand network access to a shared pool of
configurable computing resources. For example, cloud com-
puting can be employed in the marketplace to offer ubiqui-
tous and convenient on-demand access to the shared pool of
configurable computing resources. The shared pool of con-
figurable computing resources can be rapidly provisioned
via virtualization and released with low management effort
or service provider interaction, and then scaled accordingly.

A cloud-computing model can be composed of various
characteristics such as, for example, on-demand self-service,
broad network access, resource pooling, rapid elasticity,
measured service, and so forth. A cloud-computing model
can also expose various service models, such as, for
example, Software as a Service (“SaaS”), Platform as a
Service (“PaaS”), and Infrastructure as a Service (“laaS”). A
cloud-computing model can also be deployed using different
deployment models such as private cloud, community cloud,
public cloud, hybrid cloud, and so forth. In this description
and in the claims, a “cloud-computing environment™ is an
environment in which cloud computing is employed.

FIG. 10 illustrates a block diagram of exemplary com-
puting device 1000 (e.g., the server(s) 106 and/or the user
device(s) 110) that may be configured to perform one or
more of the processes described above. One will appreciate
that server(s) 106 and/or the user device(s) 110 may com-
prise one or more computing devices such as computing
device 1000. As shown by FIG. 10, computing device 1000
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can comprise processor 1002, memory 1004, storage device
1006, 1/O interface 1008, and communication interface
1010, which may be communicatively coupled by way of
communication infrastructure 1012. While an exemplary
computing device 1000 is shown in FIG. 10, the components
illustrated in FIG. 10 are not intended to be limiting.
Additional or alternative components may be used in other
implementations. Furthermore, in certain implementations,
computing device 1000 can include fewer components than
those shown in FIG. 10. Components of computing device
1000 shown in FIG. 10 will now be described in additional
detail.

In particular implementations, processor 1002 includes
hardware for executing instructions, such as those making
up a computer program. As an example and not by way of
limitation, to execute instructions, processor 1002 may
retrieve (or fetch) the instructions from an internal register,
an internal cache, memory 1004, or storage device 1006 and
decode and execute them. In particular implementations,
processor 1002 may include one or more internal caches for
data, instructions, or addresses. As an example and not by
way of limitation, processor 1002 may include one or more
instruction caches, one or more data caches, and one or more
translation lookaside buffers (TLBs). Instructions in the
instruction caches may be copies of instructions in memory
1004 or storage device 1006.

Memory 1004 may be used for storing data, metadata, and
programs for execution by the processor(s). Memory 1004
may include one or more of volatile and non-volatile memo-
ries, such as Random Access Memory (“RAM?”), Read Only
Memory (“ROM”™), a solid state disk (“SSD”), Flash, Phase
Change Memory (“PCM”), or other types of data storage.
Memory 1004 may be internal or distributed memory.

Storage device 1006 includes storage for storing data or
instructions. As an example and not by way of limitation,
storage device 1006 can comprise a non-transitory storage
medium described above. Storage device 1006 may include
a hard disk drive (HDD), a floppy disk drive, flash memory,
an optical disc, a magneto-optical disc, magnetic tape, or a
Universal Serial Bus (USB) drive or a combination of two
or more of these. Storage device 1006 may include remov-
able or non-removable (or fixed) media, where appropriate.
Storage device 1006 may be internal or external to comput-
ing device 1000. In particular implementations, storage
device 1006 is non-volatile, solid-state memory. In other
implementations, Storage device 1006 includes read-only
memory (ROM). Where appropriate, this ROM may be
mask programmed ROM, programmable ROM (PROM),
erasable PROM (EPROM), electrically erasable PROM
(EEPROM), electrically alterable ROM (EAROM), or flash
memory or a combination of two or more of these.

1/O interface 1008 allows a user to provide input to,
receive output from, and otherwise transfer data to and
receive data from computing device 1000. /O interface
1008 may include a mouse, a keypad or a keyboard, a touch
screen, a camera, an optical scanner, network interface,
modem, other known I/O devices or a combination of such
1/O interfaces. I/O interface 1008 may include one or more
devices for presenting output to a user, including, but not
limited to, a graphics engine, a display (e.g., a display
screen), one or more output drivers (e.g., display drivers),
one or more audio speakers, and one or more audio drivers.
In certain implementations, I/O interface 1008 is configured
to provide graphical data to a display for presentation to a
user. The graphical data may be representative of one or
more graphical user interfaces and/or any other graphical
content as may serve a particular implementation.
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Communication interface 1010 can include hardware,
software, or both. In any event, communication interface
1010 can provide one or more interfaces for communication
(such as, for example, packet-based communication)
between computing device 1000 and one or more other
computing devices or networks. As an example and not by
way of limitation, communication interface 1010 may
include a network interface controller (NIC) or network
adapter for communicating with an Ethernet or other wire-
based network or a wireless NIC (WNIC) or wireless
adapter for communicating with a wireless network, such as
a WI-FL.

Additionally or alternatively, communication interface
1010 may facilitate communications with an ad hoc net-
work, a personal area network (PAN), a local area network
(LAN), a wide area network (WAN), a metropolitan area
network (MAN), or one or more portions of the Internet or
a combination of two or more of these. One or more portions
of one or more of these networks may be wired or wireless.
As an example, communication interface 1010 may facili-
tate communications with a wireless PAN (WPAN) (such as,
for example, a BLUETOOTH WPAN), a WI-FI network, a
WI-MAX network, a cellular telephone network (such as,
for example, a Global System for Mobile Communications
(GSM) network), or other suitable wireless network or a
combination thereof.

Additionally, communication interface 1010 may facili-
tate communications various communication protocols.
Examples of communication protocols that may be used
include, but are not limited to, data transmission media,
communications devices, Transmission Control Protocol
(“TCP”), Internet Protocol (“IP”), File Transfer Protocol
(“FTP”), Telnet, Hypertext Transfer Protocol (“HTTP”),
Hypertext Transfer Protocol Secure (“HTTPS”), Session
Initiation Protocol (“SIP”), Simple Object Access Protocol
(“SOAP”), Extensible Mark-up Language (“XML”) and
variations thereof, Simple Mail Transfer Protocol
(“SMTP”), Real-Time Transport Protocol (“RTP”), User
Datagram Protocol (“UDP”), Global System for Mobile
Communications (“GSM”) technologies, Code Division
Multiple Access (“CDMA”) technologies, Time Division
Multiple Access (“TDMA”) technologies, Short Message
Service (“SMS”), Multimedia Message Service (“MMS”),
radio frequency (“RF”) signaling technologies, Long Term
Evolution (“LTE”) technologies, wireless communication
technologies, in-band and out-of-band signaling technolo-
gies, and other suitable communications networks and tech-
nologies.

Communication infrastructure 1012 may include hard-
ware, software, or both that couples components of com-
puting device 1000 to each other. As an example and not by
way of limitation, communication infrastructure 1012 may
include an Accelerated Graphics Port (AGP) or other graph-
ics bus, an Enhanced Industry Standard Architecture (EISA)
bus, a front-side bus (FSB), a HYPERTRANSPORT (HT)
interconnect, an Industry Standard Architecture (ISA) bus,
an INFINIBAND interconnect, a low-pin-count (LPC) bus,
a memory bus, a Micro Channel Architecture (MCA) bus, a
Peripheral Component Interconnect (PCI) bus, a PCI-Ex-
press (PCle) bus, a serial advanced technology attachment
(SATA) bus, a Video Electronics Standards Association local
(VLB) bus, or another suitable bus or a combination thereof.

FIG. 11 illustrates an example network environment 1100
of the inter-network facilitation system 104. The network
environment 1100 includes a user device 1106 (e.g., user
device(s) 110), an inter-network facilitation system 104, and
a third-party system 1108 connected to each other by a
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network 1104. Although FIG. 11 illustrates a particular
arrangement of the user device 1106, the inter-network
facilitation system 104, the third-party system 1108, and the
network 1104, this disclosure contemplates any suitable
arrangement of user device 1106, the inter-network facili-
tation system 104, the third-party system 1108, and the
network 1104. As an example, and not by way of limitation,
two or more of user device 1106, the inter-network facili-
tation system 104, and the third-party system 1108 commu-
nicate directly, bypassing network 1104. As another
example, two or more of user device 1106, the inter-network
facilitation system 104, and the third-party system 1108 may
be physically or logically co-located with each other in
whole or in part.

Moreover, although FIG. 11 illustrates a particular num-
ber of user devices 1106, inter-network facilitation system
104, third-party systems 1108, and networks 1104, this
disclosure contemplates any suitable number of user devices
1106, FIG. 11, third-party systems 1108, and networks 1104.
As an example, and not by way of limitation, network
environment 1100 may include multiple user devices 1106,
inter-network facilitation system 104, third-party systems
1108, and/or networks 1104.

This disclosure contemplates any suitable network 1104.
As an example, and not by way of limitation, one or more
portions of network 1104 may include an ad hoc network, an
intranet, an extranet, a virtual private network (“VPN”), a
local area network (“LLAN”), a wireless LAN (“WLAN”), a
wide area network (“WAN”), a wireless WAN (“WWAN”),
a metropolitan area network (“MAN”), a portion of the
Internet, a portion of the Public Switched Telephone Net-
work (“PSTN™), a cellular telephone network, or a combi-
nation of two or more of these. Network 1104 may include
one or more networks 1104.

Links may connect user device 1106, inter-network facili-
tation system 104 (e.g., which hosts the service authoriza-
tion system 102), and third-party system 1108 to network
1104 or to each other. This disclosure contemplates any
suitable links. In particular embodiments, one or more links
include one or more wireline (such as for example Digital
Subscriber Line (“DSL”) or Data Over Cable Service Inter-
face Specification (“DOCSIS”), wireless (such as for
example Wi-Fi or Worldwide Interoperability for Micro-
wave Access (“WIMAX”), or optical (such as for example
Synchronous Optical Network (“SONET”) or Synchronous
Digital Hierarchy (“SDH™) links. In particular embodi-
ments, one or more links each include an ad hoc network, an
intranet, an extranet, a VPN, a LAN, a WLAN, a WAN, a
WWAN, a MAN, a portion of the Internet, a portion of the
PSTN, a cellular technology-based network, a satellite com-
munications technology-based network, another link, or a
combination of two or more such links. Links need not
necessarily be the same throughout network environment
1100. One or more first links may differ in one or more
respects from one or more second links.

In particular embodiments, the user device 1106 may be
an electronic device including hardware, software, or
embedded logic components or a combination of two or
more such components and capable of carrying out the
appropriate functionalities implemented or supported by
user device 1106. As an example, and not by way of
limitation, a user device 1106 may include any of the
computing devices discussed above in relation to FIG. 7. A
user device 1106 may enable a network user at the user
device 1106 to access network 1104. A user device 1106 may
enable its user to communicate with other users at other user
devices 1106.
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In particular embodiments, the user device 1106 may
include a requester application or a web browser, such as
MICROSOFT INTERNET EXPLORER, GOOGLE
CHROME, or MOZILLA FIREFOX, and may have one or
more add-ons, plug-ins, or other extensions, such as TOOL-
BAR or YAHOO TOOLBAR. A user at the user device 1106
may enter a Uniform Resource Locator (“URL”) or other
address directing the web browser to a particular server
(such as server), and the web browser may generate a Hyper
Text Transter Protocol (“HTTP”) request and communicate
the HTTP request to server. The server may accept the HT'TP
request and communicate to the user device 1106 one or
more Hyper Text Markup Language (“HTML”) files respon-
sive to the HTTP request. The user device 1106 may render
a webpage based on the HTML files from the server for
presentation to the user. This disclosure contemplates any
suitable webpage files. As an example, and not by way of
limitation, webpages may render from HTML files, Exten-
sible Hyper Text Markup Language (“XHTML”) files, or
Extensible Markup Language (“XML”) files, according to
particular needs. Such pages may also execute scripts such
as, for example and without limitation, those written in
JAVASCRIPT, JAVA, MICROSOFT SILVERLIGHT, com-
binations of markup language and scripts such as AJAX
(Asynchronous JAVASCRIPT and XML), and the like.
Herein, reference to a webpage encompasses one or more
corresponding webpage files (which a browser may use to
render the webpage) and vice versa, where appropriate.

In particular embodiments, inter-network facilitation sys-
tem 104 may be a network-addressable computing system
that can interface between two or more computing networks
or servers associated with different entities such as financial
institutions (e.g., banks, credit processing systems, ATM
systems, or others). In particular, the inter-network facilita-
tion system 104 can send and receive network communica-
tions (e.g., via the network 1104) to link the third-party-
system 1108. For example, the inter-network facilitation
system 104 may receive authentication credentials from a
user to link a third-party system 1108 such as an online bank
account, credit account, debit account, or other financial
account to a user account within the inter-network facilita-
tion system 104. The inter-network facilitation system 104
can subsequently communicate with the third-party system
1108 to detect or identify balances, transactions, withdrawal,
transfers, deposits, credits, debits, or other transaction types
associated with the third-party system 1108. The inter-
network facilitation system 104 can further provide the
aforementioned or other financial information associated
with the third-party system 1108 for display via the user
device 1106. In some cases, the inter-network facilitation
system 104 links more than one third-party system 1108,
receiving account information for accounts associated with
each respective third-party system 1108 and performing
operations or transactions between the different systems via
authorized network connections.

In particular embodiments, the inter-network facilitation
system 104 may interface between an online banking system
and a credit processing system via the network 1104. For
example, the inter-network facilitation system 104 can pro-
vide access to a bank account of a third-party system 1108
and linked to a user account within the inter-network facili-
tation system 104. Indeed, the inter-network facilitation
system 104 can facilitate access to, and transactions to and
from, the bank account of the third-party system 1108 via a
user application of the inter-network facilitation system 104
on the user device 1106. The inter-network facilitation
system 104 can also communicate with a credit processing
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system, an ATM system, and/or other financial systems (e.g.,
via the network 1104) to authorize and process credit
charges to a credit account, perform ATM transactions,
perform transfers (or other transactions) across accounts of
different third-party systems 1108, and to present corre-
sponding information via the user device 1106.

In particular embodiments, the inter-network facilitation
system 104 includes a model for approving or denying
transactions. For example, the inter-network facilitation
system 104 includes a transaction approval machine learning
model that is trained based on training data such as user
account information (e.g., name, age, location, and/or
income), account information (e.g., current balance, average
balance, maximum balance, and/or minimum balance),
credit usage, and/or other transaction history. Based on one
or more of these data (from the inter-network facilitation
system 104 and/or one or more third-party systems 1108),
the inter-network facilitation system 104 can utilize the
transaction approval machine learning model to generate a
prediction (e.g., a percentage likelihood) of approval or
denial of a transaction (e.g., a withdrawal, a transfer, or a
purchase) across one or more networked systems.

The inter-network facilitation system 104 may be
accessed by the other components of network environment
1100 either directly or via network 1104. In particular
embodiments, the inter-network facilitation system 104 may
include one or more servers. Each server may be a unitary
server or a distributed server spanning multiple computers or
multiple datacenters. Servers may be of various types, such
as, for example and without limitation, web server, news
server, mail server, message server, advertising server, file
server, application server, exchange server, database server,
proxy server, another server suitable for performing func-
tions or processes described herein, or any combination
thereof. In particular embodiments, each server may include
hardware, software, or embedded logic components or a
combination of two or more such components for carrying
out the appropriate functionalities implemented or supported
by the server. In particular embodiments, the inter-network
facilitation system 104 may include one or more data stores.
Data stores may be used to store various types of informa-
tion. In particular embodiments, the information stored in
data stores may be organized according to specific data
structures. In particular embodiments, each data store may
be a relational, columnar, correlation, or other suitable
database. Although this disclosure describes or illustrates
particular types of databases, this disclosure contemplates
any suitable types of databases. Particular embodiments may
provide interfaces that enable a user device 1106, or an
inter-network facilitation system 104 to manage, retrieve,
modify, add, or delete, the information stored in a data store.

In particular embodiments, the inter-network facilitation
system 104 may provide users with the ability to take actions
on various types of items or objects, supported by the
inter-network facilitation system 104. As an example, and
not by way of limitation, the items and objects may include
financial institution networks for banking, credit processing,
or other transactions, to which users of the inter-network
facilitation system 104 may belong, computer-based appli-
cations that a user may use, transactions, interactions that a
user may perform, or other suitable items or objects. A user
may interact with anything that is capable of being repre-
sented in the inter-network facilitation system 104 or by an
external system of a third-party system, which is separate
from inter-network facilitation system 104 and coupled to
the inter-network facilitation system 104 via a network 1104.
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In particular embodiments, the inter-network facilitation
system 104 may be capable of linking a variety of entities.
As an example, and not by way of limitation, the inter-
network facilitation system 104 may enable users to interact
with each other or other entities, or to allow users to interact
with these entities through an application programming
interfaces (“API”) or other communication channels.

In particular embodiments, the inter-network facilitation
system 104 may include a variety of servers, sub-systems,
programs, modules, logs, and data stores. In particular
embodiments, the inter-network facilitation system 104 may
include one or more of the following: a web server, action
logger, APl-request server, transaction engine, cross-insti-
tution network interface manager, notification controller,
action log, third-party-content-object-exposure log, infer-
ence module, authorization/privacy server, search module,
user-interface module, user-profile (e.g., provider profile or
requester profile) store, connection store, third-party content
store, or location store. The inter-network facilitation system
104 may also include suitable components such as network
interfaces, security mechanisms, load balancers, failover
servers, management-and-network-operations consoles,
other suitable components, or any suitable combination
thereof. In particular embodiments, the inter-network facili-
tation system 104 may include one or more user-profile
stores for storing user profiles for transportation providers
and/or transportation requesters. A user profile may include,
for example, biographic information, demographic informa-
tion, financial information, behavioral information, social
information, or other types of descriptive information, such
as interests, affinities, or location.

The web server may include a mail server or other
messaging functionality for receiving and routing messages
between the inter-network facilitation system 104 and one or
more user devices 1106. An action logger may be used to
receive communications from a web server about a user’s
actions on or off the inter-network facilitation system 104. In
conjunction with the action log, a third-party-content-object
log may be maintained of user exposures to third-party-
content objects. A notification controller may provide infor-
mation regarding content objects to a user device 1106.
Information may be pushed to a user device 1106 as noti-
fications, or information may be pulled from user device
1106 responsive to a request received from user device 1106.
Authorization servers may be used to enforce one or more
privacy settings of the users of the inter-network facilitation
system 104. A privacy setting of a user determines how
particular information associated with a user can be shared.
The authorization server may allow users to opt in to or opt
out of having their actions logged by the inter-network
facilitation system 104 or shared with other systems, such
as, for example, by setting appropriate privacy settings.
Third-party-content-object stores may be used to store con-
tent objects received from third parties. Location stores may
be used for storing location information received from user
devices 1106 associated with users.

In addition, the third-party system 1108 can include one
or more computing devices, servers, or sub-networks asso-
ciated with internet banks, central banks, commercial banks,
retail banks, credit processors, credit issuers, ATM systems,
credit unions, loan associates, brokerage firms, linked to the
inter-network facilitation system 104 via the network 1104.
A third-party system 1108 can communicate with the inter-
network facilitation system 104 to provide financial infor-
mation pertaining to balances, transactions, and other infor-
mation, whereupon the inter-network facilitation system 104
can provide corresponding information for display via the
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user device 1106. In particular embodiments, a third-party
system 1108 communicates with the inter-network facilita-
tion system 104 to update account balances, transaction
histories, credit usage, and other internal information of the
inter-network facilitation system 104 and/or the third-party
system 1108 based on user interaction with the inter-network
facilitation system 104 (e.g., via the user device 1106).
Indeed, the inter-network facilitation system 104 can syn-
chronize information across one or more third-party systems
1108 to reflect accurate account information (e.g., balances,
transactions, etc.) across one or more networked systems,
including instances where a transaction (e.g., a transfer)
from one third-party system 1108 affects another third-party
system 1108.

In the foregoing specification, the invention has been
described with reference to specific example embodiments
thereof. Various embodiments and aspects of the inven-
tion(s) are described with reference to details discussed
herein, and the accompanying drawings illustrate the various
embodiments. The description above and drawings are illus-
trative of the invention and are not to be construed as
limiting the invention. Numerous specific details are
described to provide a thorough understanding of various
embodiments of the present invention.

The present invention may be embodied in other specific
forms without departing from its spirit or essential charac-
teristics. The described embodiments are to be considered in
all respects only as illustrative and not restrictive. For
example, the methods described herein may be performed
with less or more steps/acts or the steps/acts may be per-
formed in differing orders. Additionally, the steps/acts
described herein may be repeated or performed in parallel to
one another or in parallel to different instances of the same
or similar steps/acts. The scope of the invention is, therefore,
indicated by the appended claims rather than by the fore-
going description. All changes that come within the meaning
and range of equivalency of the claims are to be embraced
within their scope.

What is claimed is:
1. A computer-implemented method comprising:
identifying, based on detecting a third-party identification
token issued by a third-party authentication service
outside a computer system environment, that a user is
authenticated for a first computer service within the
computer system environment, the computer system
environment comprising a microservice environment;

generating, by the first computer service, an access
request to a second computer service within the com-
puter system environment, the access request compris-
ing a requested action and the third-party identification
token;

determining, by the second computer service, whether the

access request is authorized based on determining:

an authorization policy defined at the second computer
service authorizes the requested action by the first
computer service; and

the third-party identification token is valid; and

providing, by the second computer service to the first

computer service, a response to the access request in

response to determining whether the access request is

authorized.

2. The computer-implemented method of claim 1,
wherein determining, by the second computer service,
whether the access request is authorized comprises deter-
mining authorization of the access request without deter-
mining a permission scope for the user.
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3. The computer-implemented method of claim 1,
wherein determining the authorization policy defined at the
second computer service authorizes the requested action by
the first computer service comprises:

determining that the requested action matches an allowed

action within the authorization policy;

determining one or more allowed services for the allowed

action; and

determining that the first computer service is one of the

one or more allowed services.

4. The computer-implemented method of claim 1, further
comprising:

performing, in response to determining that the access

request is authorized, the requested action on the sec-
ond computer service; and

generating, by the second computer service, the response

to the access request.

5. The computer-implemented method of claim 1,
wherein providing the response to the access request to the
first computer service comprises providing, in response to
determining that the access request is not authorized, a
denial response to the first computer service.

6. The computer-implemented method of claim 1, further
comprising:

receiving a user interaction indicating to start test mode;

and

determining, while in test mode, one or more prospective

denied access requests and one or more prospective
allowed access requests.
7. The computer-implemented method of claim 1, further
comprising generating, in response to denying one or more
access requests, a decision report comprising one or more
reasons for denying the one or more access requests.
8. A non-transitory computer-readable medium storing
instructions that, when executed by at least one processor,
cause a computing device to:
identify, based on detecting a third-party identification
token issued by a third-party authentication service
outside a computer system environment, that a user is
authenticated for a first computer service within the
computer system environment, the computer system
environment comprising a microservice environment;

generate, by the first computer service, an access request
to a second computer service within the computer
system environment, the access request comprising a
requested action and the third-party identification
token;

determine, by the second computer service, whether the

access request is authorized based on determining:

an authorization policy defined at the second computer
service authorizes the requested action by the first
computer service; and

the third-party identification token is valid; and

provide, by the second computer service to the first

computer service, a response to the access request in

response to determining whether the access request is

authorized.

9. The non-transitory computer-readable medium of claim
8, wherein determining, by the second computer service,
whether the access request is authorized comprises deter-
mining authorization of the access request without deter-
mining a permission scope for the user.

10. The non-transitory computer-readable medium of
claim 8, wherein determining the authorization policy
defined at the second computer service authorizes the
requested action by the first computer service comprises:
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determining that the requested action matches an allowed

action within the authorization policy;

determining one or more allowed services for the allowed

action; and

determining that the first computer service is one of the

one or more allowed services.

11. The non-transitory computer-readable medium of
claim 8, further comprising instructions that, when executed
by the at least one processor, cause the computing device to:

perform, in response to determining that the access

request is authorized, the requested action on the sec-
ond computer service; and

generate, by the second computer service, the response to

the access request.

12. The non-transitory computer-readable medium of
claim 8, wherein providing the response to the access
request to the first computer service comprises providing, in
response to determining that the access request is not
authorized, a denial response to the first computer service.

13. The non-transitory computer-readable medium of
claim 8, further comprising instructions that, when executed
by the at least one processor, cause the computing device to:

receive, from a user device, a user interaction indicating

activation of a test mode; and

determine, while in the test mode, one or more prospec-

tive denied access requests and one or more prospective
allowed access requests.

14. The non-transitory computer-readable medium of
claim 8, further comprising instructions that, when executed
by the at least one processor, cause the computing device to
generate, in response to denying one or more access
requests, a decision report comprising one or more reasons
for denying the one or more access requests, wherein the one
or more reasons for denying the one or more access requests
comprise determining that the one or more access requests
have at least one of a route not found error, a valid token but
invalid caller, a missing token, or an invalid token.

15. A system comprising:

at least one processor; and

at least one non-transitory computer-readable storage

medium storing instructions that, when executed by the

at least one processor, cause the system to:

identify, based on detecting a third-party identification
token issued by a third-party authentication service
outside a computer system environment, that a user
is authenticated for a first computer service within
the computer system environment, the computer
system environment comprising a microservice envi-
ronment;

generate, by the first computer service, an access
request to a second computer service within the
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computer system environment, the access request
comprising a requested action and the third-party
identification token;

determine, by the second computer service, whether the
access request is authorized based on determining:

an authorization policy defined at the second computer
service authorizes the requested action by the first
computer service; and

the third-party identification token is valid; and

provide, by the second computer service to the first
computer service, a response to the access request in
response to determining whether the access request
is authorized.

16. The system of claim 15, wherein determining, by the
second computer service, whether the access request is
authorized comprises determining authorization of the
access request without determining a permission scope for
the user.

17. The system of claim 15, wherein determining the
authorization policy defined at the second computer service
authorizes the requested action by the first computer service
comprises:

determining that the requested action matches an allowed

action within the authorization policy;

determining one or more allowed services for the allowed

action; and

determining that the first computer service is one of the

one or more allowed services.

18. The system of claim 15, further comprising instruc-
tions that, when executed by the at least one processor, cause
the system to:

perform, in response to determining that the access

request is authorized, the requested action on the sec-
ond computer service; and

generate, by the second computer service, the response to

the access request.

19. The system of claim 15, wherein providing the
response to the access request to the first computer service
comprises providing, in response to determining that the
access request is not authorized, a denial response to the first
computer service.

20. The system of claim 15, further comprising instruc-
tions that, when executed by the at least one processor, cause
the system to:

receive, from a user device, a user interaction indicating

activation of a test mode; and

determine, while in the test mode, one or more prospec-

tive denied access requests and one or more prospective
allowed access requests.

#* #* #* #* #*
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